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Current Status and Challenges of IoT  
Research in the Ecuadorian Healthcare Sector:  

A Systematic Literature Review
Cristina Vaca Orellana1, and María Valle Dávila2

Abstract — The Internet of Things (IoT) has the potential to re-
volutionize healthcare by enabling remote patient monitoring, per-
sonalized care and disease prevention. In Ecuador, research on IoT 
in the healthcare field is rapidly expanding. However, there’s a need 
for a clearer understanding of the current state of this research. 
This study examines the contributions of Ecuadorian authors in this 
field through their publications in two globally impactful bibliogra-
phic databases. The methodology employed is a systematic review 
using the PRISMA statement, resulting in a final stage comprising 
23 articles. These publications encompass system proposals, proto-
types, and reviews with applications in areas such as epidemiology, 
cardiology and nursing. The recurrent mention of patient informa-
tion privacy is a challenge in implementing IoT-based healthcare 
systems. The conclusions emphasize that future work perspectives 
should address the challenges identified, considering the growing 
trend of publications from Ecuadorian authors.1

Keywords — Internet of Medical Things; Emerging Technolo-
gies; Remote Patient Monitoring; Privacy and Information Secu-
rity; Systematic Reviews. pp. 20-29

Resumen — El Internet de las Cosas (IoT) tiene el potencial de 
revolucionar la atención médica al permitir la monitorización re-
mota de pacientes, atención personalizada y prevención de enfer-
medades. En Ecuador, la investigación sobre IoT en el campo de la 
salud está expandiéndose rápidamente. Sin embargo, es necesario 
tener una comprensión más clara del estado actual de esta investi-
gación. Es así como el presente trabajo analiza las contribuciones 
de los autores ecuatorianos en este campo, a través de sus publi-
caciones en dos bases de datos bibliográficas de impacto global. 
La metodología empleada es una revisión sistemática utilizando 
la declaración PRISMA, lo que resulta en una etapa final con 23 
artículos. Las publicaciones abarcan propuestas de sistemas, pro-
totipos y revisiones con aplicaciones en áreas como epidemiología, 
cardiología y enfermería. Se destaca la mención recurrente de la 
privacidad de la información del paciente como un desafío en la 
implementación de sistemas de atención médica basados en IoT. 
En las conclusiones se enfatiza que las perspectivas de trabajo fu-
turo deben abordar los desafíos expuestos, teniendo en cuenta la 
creciente tendencia de publicaciones de autores ecuatorianos.
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I. INTRODUCTION

THE digital revolution has transformed all aspects of everyday 
life and industries worldwide. One of the fields that has ex-

perienced a significant impact and has been propelled to a higher 
position in society is the healthcare sector [1], [2]. The conver-
gence of Information and Communication Technologies (ICT), 
connectivity, and smart devices have aided in this field to impro-
ve healthcare, diagnosis, patient monitoring, and overall quality 
of life, especially for vulnerable populations [3], [5]. 

One of the emerging technologies, such as the Internet of 
Things (IoT), considered a part of the future internet and envi-
sioned to comprise billions of intelligently connected ‘things’ 
[6] has transformed healthcare, giving rise to what is known as 
the Internet of Medical Things (IoMT). This has paved the way 
for different healthcare delivery models, such as telemedicine, 
seen as an evolution of providing healthcare services remotely 
through telecommunications [7], [8], benefiting patients in ru-
ral or remote regions where healthcare is insufficient.

Furthermore, with interconnected medical devices healthcare 
professionals can diagnose, monitor and provide healthcare effec-
tively [9], [10]. Smartwatches and activity trackers, among the 
most common, track health metrics such as heart rate, activity 
level and sleep quality [11], benefiting patients with chronic di-
seases by providing early alerts in case of emergencies [12]. Thus, 
the future of healthcare is shaped by increased connectivity. Just 
in Latin America, the interconnection of IoMT devices is projec-
ted to increase from 2 billion in 2019 to 9 billion in 2025 [13].

However, amidst the numerous opportunities IoT presents 
in healthcare, it also encounters significant challenges. One of 
the main challenges is the privacy and security of health data. 
Data protection is essential to build trust with patients [10]. 
Another challenge, as noted by Yacchirema et al. [14], is the 
interoperability between IoT devices and systems, considering 
that the lack of common standards has hindered effective com-
munication among devices and systems [15].

The problem within this entire context is that there needs to 
be a clearer under-standing of the current state of IoT research 
in Ecuador’s healthcare field. This lack of awareness can hinder 
the development of public policies and decision-making in this 
area. Additionally, it may limit healthcare professional’s access 
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to the latest research and technologies and their connection 
with the specific healthcare field under investigation. The hy-
pothesis is that IoT research in the healthcare field in Ecuador is 
growing rapidly, but faces significant challenges. For example, 
patient information privacy and medical device interoperability 
being among the most crucial.

To test this hypothesis, the research objective is to conduct 
a systematic literature review analyzing contributions from 
publications with Ecuadorian authors in globally impactful bi-
bliographic databases. This aims to provide an overview of the 
current state of IoT research in the healthcare field in Ecuador, 
including trends, challenges, and opportunities that can guide 
and foster future developments in the Ecuadorian context.

II. MATERIALS AND METHODS

This study employed a systematic review, as proposed by 
Arksey & O’Malley [16], using the PRISMA statement. The 
study adopts a mixed and inferential approach. For data analy-
sis were utilized R Core Team software [17] and the bibliogra-
phic manager Zotero [18].

A. Phase 1: Identification of the research question
In the context of technological evolution and the demand 

for IoT in the biomedical and healthcare domains, and for the 
scope of the systematic review, were identified four research 
questions using the Population, Intervention, Comparison, and 
Out-comes (PICO) approach.

RQ1: What are the characteristics of manuscripts, bibliogra-
phic databases, and the predominant language in publications 
by researchers focused on the application of IoT in healthcare?

RQ2: What are the contributions of publications with Ecua-
dorian authors in globally impactful bibliographic databases 
regarding IoT?

RQ3: In which health fields have the Internet of Things (IoT) 
application been investigated?

RQ4: What are the obstacles and challenges in implemen-
ting IoT in the healthcare domain?

B. Phase 2: Establishment of inclusion and exclusion criteria
Several inclusion criteria have been considered for this stu-

dy. The timeframe will be from the year 2016 to August 2023, 
with publications in high-impact bibliographic databases writ-
ten with the collaboration of Ecuadorian authors. This includes 
articles related to applications, solutions, smart devices, and 
wearables. Additionally, publications in spanish and english 
will be included, categorized as conference outcomes, original 
works, reviews, and systematic reviews.

Regarding exclusion criteria, duplicate publications and tho-
se categorized as books will be discarded.

B.1. Description of information sources

Bibliographic databases have a global scope, are multilingual 
and have a high scientific impact. According to Abad-García et 
al. [19] and Vuotto et al. [20], these databases include Scopus 
and Web of Science (WoS). Additionally, LILACS, PubMed, 

and EMBASE were considered to expand the number of manus-
cripts. However, no publications related to the topic were found.

B.2. Selecting keywords and search terms
The terms were defined using Health Science Descriptors 

(DeCS) / Medical Subject Headings (MeSH) and technology-
related keywords. These strings have been designed to align 
with the research questions and encompass information rela-
ted to ‘IoT’, ‘IoMT’, ‘Big Data’, ‘Biomedical Technologies’, 
‘Healthcare’, ‘Ecuador’, ‘Quality of Technology in Health’, 
‘Health Technology’, ‘Wireless Technologies’, ‘New Technolo-
gies’, and ‘Wearable Technology’.

B.3. Developing a search strategy
The search terms were combined using boolean operators 

‘AND’ and ‘OR’ as a database search strategy to compile a set of 
manuscripts that met the inclusion and exclusion criteria and ad-
dressed the research questions. Additionally, the specific search 
requirements of each bibliographic database were considered.

The search was conducted in both spanish and english across 
all platforms of the bibliographic databases to ensure the inclu-
sion of relevant studies, guaranteeing a comprehensive review 
of the available literature.

Initially, the publication period was set as 2020, based on Sa-
doughi et al. study [21], suggesting that around 40 % of all IoT 
devices in medicine and healthcare would be involved by 2020. 
However, due to a limited number of contributions from Ecuado-
rian authors, the period was expanded to include studies from 2016.

Table 1 presents a breakdown of some of the search strings 
used during the search.

TABLE I 
SEARCH STRINGS IN BIBLIOGRAPHIC DATABASES

Research database Search strategy

Scopus

ALL (‘internet of things’) AND ALL  
(‘biomedical technologies’) OR ALL (Ecuador) 

OR ALL (‘quality of health technology’)  
OR ALL (‘health technology’) OR ALL (‘wireless 

technologies’) OR ALL (‘new technologies’)  
OR ALL (‘wearable technology’)

Web of Science

internet of things* (Topic) and biomedical  
technologies* (Topic) or Ecuador* (Topic)  

or quality of health technology* (Topic) or health 
technology (Topic) or new technologies (Topic)  

or wearable technology (Topic) or Preprint  
Citation Index (Exclude-Database)

C. Phase 3: Review and selection of studies
The literature search was limited to Scopus and Web of Scien-

ce. Additional, were applied filters to restrict results to articles 
aligned with the study objective and inclusion/exclusion criteria.

The search results are presented in Figure 1. The literature 
search identified a representative sample of relevant literature. 
These results will be used in subsequent study phases for com-
parative analysis of the findings.
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Fig. 1. PRISMA statement, flow diagram for new systematic reviews that inclu-
ded searches of databases and registers only.

D. Phase 4: Data extraction
With all the data was created a database in which were re-

corded the bibliographic database name, publication title in 
spanish and english, journal name, publication type, year of 
publication, objective, keywords, author affiliations, and par-
ticipating countries. Additionally, the database included the 
abstract, methodology used, key results, publication characte-
ristics, leading countries and focus.

It was ensured that the data were complete in the database, 
avoiding errors in data transcription. This process was carried 
out in collaboration with the research team. Using these varia-
bles or criteria of interest was identified how to address each 
research question. The details are shown in Table 2.

TABLE II 
VARIABLES OF INTEREST THAT WILL ADDRESS  

THE RESEARCH QUESTIONS

Research question Criteria of interest

RQ1: What are the characteristics of 
manuscripts, bibliographic databases 

and the predominant language in publi-
cations by researchers focused on the 

application of IoT in healthcare?

Reference
Manuscript type

Bibliographic databases
Language

Title
Authors

Countries that collaborate
Universities that publish

Year of publication
Keywords

RQ2: What are the contributions of 
publications with Ecuadorian authors 

in globally impactful bibliographic 
databases regarding IoT?

Main contributions
Title

Authors
Key results

RQ3: In which health fields have the 
Internet of Things (IoT) application 

been investigated?

Health fields (UNESCO 
classification)
Article title
Summary

Conclusions

RQ4: What are the obstacles and 
challenges in implementing IoT in the 

healthcare domain?

Classes and subclasses
Title

Summary
Conclusions
Key results

After completing the data extraction process, were identified 
a total of 23 articles authored of Ecuadorian researchers. These 
articles were selected from the 111 globally identified publica-
tions addressing IoT in healthcare. Despite the relatively small 
number of articles written by Ecuadorian authors in high-im-
pact journals, this quantity is representative and relevant for 
addressing the research questions.

E. Phase 5: Analysis and reporting of results
The data processing was conducted using qualitative re-

search techniques such as group discussion, observation, and 
thematic analysis [22], [23]. The data were also quantitatively 
analyzed, through a correlational analysis of keywords and in-
ternational collaboration.

III. RESULTS AND DISCUSSION

The results will be presented per research question, aiming 
to provide organization to the publication and address the 
study’s objective and methodology.

RQ1: What are the characteristics of manuscripts, bibliogra-
phic databases and the predominant language in publications 
by researchers focused on the application of IoT in healthcare?

According to the bibliographic database, Scopus represents 
65.21 % (n=15) of the manuscripts and WoS 34.78 % (n=8). 
Of the 23 identified manuscripts, 21.73 % (n=5) are literature 
reviews or theoretical studies, and 78.26% (n=18) are original 
articles. Regarding the source, 39.13 % (n=9) are conference 
papers, and 60.86  % (n=14) are journal articles. Journal ar-
ticles are frequent in 2020, 2022 and 2023, while conference 
articles are notable in 2016, 2017, 2018 and 2021. The year 
with the highest number of articles published was 2018, with 
seven manuscripts, followed by 2020 and 2022, with four pu-
blications each one.

The 23 articles were written by 92 authors from various cou-
ntries, 53.26 % (n=49) of which were Ecuadorian. Considering 
the Covid-19 pandemic as a turning point in the study period, 
between 2016 and 2018, 10 publications were made with the 
participation of 58.82 % Ecuadorian authors. After the pande-
mic, between 2019 and 2023, this number increased to 13 publi-
cations, and the participation of Ecuadorian authors was 50 %.
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Martínez & Galmés [10] mention a peak of 11 articles in 
one year related to the topic of information security in IoMT. 
Furthermore, González-Zamar [24] argues that IoT is an emer-
ging research area in Latin America, with a somewhat modest 
increase in the publication of scientific articles in recent years. 
However, is mention a rapid evolution of these technologies, 
giving rise to a prolific scientific literature in the rest of the 
world [25]. It is claimed that after 20 years of research, this has 
been expanded to include smart healthcare [26] and healthcare 
[27] content.

Furthermore, Herrera-Franco et al. [28] mentions that in the 
period 2011-2020 the field of engineering was increased in pu-
blications by Ecuadorian authors, mainly conference articles at 
58 % and magazine articles at 37 %.

The journals cover computer science and communications, 
engineering, mechanics and health, including Neural Compu-
ting and Applications and Computers in Biology and Medi-
cine. The 86.95 % (n=20) of the manuscripts were published 
in english, suggesting an orientation towards the international 
audience [24] and active participation in the global conversa-
tion on IoT and health. The 13.04 % (n=3) were in spanish, 
emphasizing the importance of making research accessible to 
the local audience and promoting communication at the na-
tional level. Herrera-Franco et al. [28] found a similar result 

in relation to the languages in which research is published in 
Ecuador.

Of the articles mentioned, 39.13 % are authored exclusively 
by Ecuadorian writers, while 34.78  % involve collaboration 
with Spanish authors. Furthermore, with a correlation coeffi-
cient of 0.22, Ecuador demonstrates a significant relationship 
with Spain regarding international collaboration. The remai-
ning articles include contributions from authors from Pakistan, 
Chile, Dubai, Algeria, India, Finland and Italy, all exhibiting 
null correlation coefficients. According to Herrera-Franco [28], 
Spain is the leading scientific collaborator of Ecuador, and the-
se publications involve international solid collaboration, being 
indexed in high-impact bibliographic databases such as Scopus 
and resulting in a significant contribution to the country and to 
the academic world.

As for the author’s affiliations, various Ecuadorian universi-
ties are represented, most notably the Universidad Politécnica 
Nacional and the Universidad Politécnica del Litoral. Accor-
ding to Herrera-Franco et al. [28] these universities are men-
tioned among the institutions with the most significant scien-
tific production in the country. In Table 3 is presented detailed 
information about the characteristics of the manuscripts. Note 
that in the quartiles field, those articles without quartiles are 
denoted with N/Q.

TABLE III 
CHARACTERISTICS OF THE PUBLICATIONS

Year Ref. Authors
Journal / 

Proceeding
Type Countries Ecuadorian university

Bibliogra-
phical base

Quartile Journal name

2016
[1] J. Gómez, B. Oviedo, & E. Zhuma. Proceeding paper Original

Colombia, 
Ecuador

Universidad Técnica Estatal 
de Quevedo

Scopus N/Q
Procedia Computer 

Science

[29] S.G. Yoo, & F. Castro-De La Gruz. Proceeding paper Original Ecuador 
Escuela Politécnica Superior 

del Ejército
Scopus N/Q IEEE Xplore (IRIS)

2017 [30]
J.M. Parra, W. Valdez, A. Guevara, 

P. Cedillo, & J. Ortíz-Segarra.
Proceeding paper Original Ecuador Universidad de Cuenca Scopus N/Q

IEEE Xplore 
(BIOMEDIC)

2018

[31] A.M. Plaza, J. Díaz, & J. Pérez. Journal Review Spain, Ecuador
Universidad Politécnica 

Salesiana
Scopus Q2

Special Issue: 
SECH

[32]
D.C. Yacchirema, C.E. Sarabia-

Jácome, C.E. Palau, & M. Esteve.
Journal Original Ecuador, Spain Escuela Politécnica Nacional WoS Q2 IEEE Access

[11]
D. Yacchirema, J.S. De Puga, C. 

Palau, & M. Esteve.
Proceeding paper Original Spain, Ecuador

Escuela Politécnica Nacional 
Ecuador

Scopus N/Q
Procedia Computer 

Science

[4]
D. Yacchirema, C.E. Sarabia-Jáco-

me, C.E. Palau, & M. Esteve.
Journal Original Ecuador, Spain

Escuela Politécnica Nacional 
Ecuador

WoS Q2
Pervasive and Mobi-

le Computing

[33]
M.G. Molina, P.E. Garzón, C.J. 

Molina, & J.X. Nicola.
Proceeding paper Original Ecuador

Escuela Superior Politécnica 
del Litoral

Scopus N/Q
Computers com-

muncations - 
(CSCC 2018)

[34]
W. Velásquez, A. Munoz-Arcenta-

les, & J. Salvachúa.
Proceeding paper Original Spain, Ecuador

Escuela Superior Politécnica 
Del Litoral

Scopus N/Q
IEEE Xplore 

(CCWC 2018)

[9]
L. Enciso-Quispe, S. Sarmiento, & 

E. Zelaya-Policarpo.
Proceeding paper Original Ecuador

Universidad Técnica Particu-
lar de Loja

Scopus N/Q
IEEE Xplore
(CISTI 2018)

2019 [35]
W. Velasquez, J. Muñoz, & J. 

Salvachua.
Journal Original Ecuador, Spain

Escuela Superior Politécnica 
del Litoral

WoS Q3 Engineering Letters

2020

[2]
J. Bedón-Molina, M. J. López, & 

I.S. Derpich.
Journal Original Chile, Ecuador

Universidad Central del 
Ecuador, Escuela Politécnica 

Superior del Ejercito
WoS Q3

Advances in Mecha-
nical Engineering

[37]
M.A. Quiroz-Martínez, R.A. 

Arguello-Ruiz, M.D. Gómez-Ríos, 
M.Y. Leyva- Vázquez.

Journal Original Ecuador
Universidad Politécnica 

Salesiana
WoS Q4 Conrado

[38]
M.Y.L.Vazquez, B.S.M. Arteaga, 

J.A.M. López, & M.A.Q. 
Martinez.

Journal Original Ecuador
Universidad Politécnica 

Salesiana
Scopus Q4 RISTI
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2021

[39]
A. Garces-Salazar, S. Manzano, 

C. Nuñez, J.P. Pallo, M. Jurado, & 
M.V. Garcia.

Proceeding paper Original Ecuador, Spain
Universidad Técnica de 

Ambato
Scopus Q4 RISTI

[40]
M. Ulloa, D. Prado,  

& P. Cedillo.
Proceeding paper Review Ecuador

Universidad  
de Cuenca

Scopus N/Q
International Con-

ference on Informa-
tion ICT4AWE

2022

[10] C.J. Martínez, & S. Galmés. Proceeding paper Review Spain, Ecuador
Universidad Católica de 

Cuenca
Scopus N/Q

IEEE Xplore AIIoT 
2022

[41]
T. Munir, M.. Akbar, S. Ahmed, A. 
Sarfraz, Z. Sarfraz, M. Sarfraz, M. 

Felix, & I.  Cherrez-Ojeda.
Journal Review

Pakistan, 
Ecuador

Universidad de  
Especialidades Espíritu Santo

Scopus Q1 Sensors

[42]
M. Amin, D. Shehwar, A. Ullah, T. 
Guarda, T.A. Tanveer, & S. Anwar.

Journal Original
Pakistan, Dubai, 

Ecuador
Universidad Estatal Península 

de Santa Elena
WoS Q2

Neural Computing 
and Applications

[43]
G. Rathee, H. Saini, C.A. Kerra-

che, & J. Herrera-Tapia.
Journal Original

India, Algeria, 
Ecuador

Universidad Laica Eloy 
Alfaro De Manabí

WoS Q3 Electronics

2023

[44]

A. M. Peralta-Ochoa, P.A. Chaca-
Asmal, L.F. Guerrero-Vásquez, 
J.O. Ordoñez-Ordoñez, & E.J. 

Coronel-González. 

Journal Review Ecuador
Universidad Politécnica 

Salesiana
WoS Q3 Applied Sciences

[12]
M.Z. Rahman, M.A. Akbar, V. 

Leiva, A. Tahir, M.T. Riaz, & C. 
Martin-Barreiro.

Journal Original
Pakistan, 

Finland, Chile, 
Italy, Ecuador

Escuela Superior Politécnica 
del Litoral,

Universidad de Especialida-
des Espíritu Santo

Scopus Q1
Computers in Biolo-

gy and Medicine

[45]
J. Villacís, F. Morales, E. Gonzá-

lez, & R. Coral.
Journal Original Ecuador Universidad de Israel Scopus Q4 RISTI

In the keyword analysis, it was observed that 100 % (n=23) 
of the publications included keywords, with a total of 145 ove-

rall. The ten most mentioned terms among the keywords were 
shown in Figure 2.

(a) (b)

Fig. 2. The most recurring keywords in the 23 articles was (a) Word cloud.  
(b) Frequency. 

Was found a high correlation between the most mentioned 
term, ‘internet’, and the terms ‘things’ (1.00) and ‘medical’ 
(0.72), indicating they are related. Similarly, significant co-
rrelations were found between ‘internet’ and the terms ‘iomt’ 
and ‘protocols’ (0.57). Other terms showing consistent corre-
lations in the range of 0.40 were ‘iot’, ‘communication’, ‘elec-
tronic’, ‘industry’, and ‘integration’. Additionally, in the study 
conducted by Herrera-Franco et al. [28], keywords related to 

cloud computing, information systems and digital technologies, 
which were decisive for developing or producing the Internet of 
Things (IoT).

The identified keywords in the publications provide infor-
mation about the most relevant topics at the intersection of IoT 
and healthcare. The high correlation between terms such as 
‘internet’, ‘things’, and ‘medical’ indicates a centrality of these 
concepts in the selected literature. Furthermore, the presence 
of terms like ‘iomt’ and ‘protocols’ suggests a specific focus 
on integrating medical technologies and communication pro-
tocols, as well as the importance that some authors emphasize 



25ENFOQUE UTE, VOL. 15, NO. 1, JANUARY 2024, pp. 7-15, E-ISSN: 1390-6542

regarding challenges related to data privacy and interoperabili-
ty standards [10].

RQ2: What are the contributions of publications with Ecua-
dorian authors in globally impactful bibliographic databases 
regarding IoT?

Among the contributions are implementing real-time patient 
monitoring systems, designing IoT-based medical devices for 
patients with chronic and geriatric conditions, as well as deve-
loping innovative solutions for telemedicine and patient care in 
remote areas.

As for the contributions of Ecuadorian authors in the glo-
bal field of IoT in health, the research covers various areas. In 
the ‘real-time health monitoring and medical device design’ 
category, contributions integrating IoT into healthcare services 
have been identified, such as the obstructive sleep apnea (OSA) 
monitoring system [4] and fall detection for the elderly [11]. 
These contributions are developed in the specific fields of me-
dicine and nursing. Zeadally’s study [46] also emphasizes the 
importance of a patient monitoring application for transmitting 
blood pressure readings and detecting health issues.

In ‘specific IoT technologies’ contributions incorporate 
advancements such as 3D accelerometers and wearables for 
real-time monitoring [11]. IoT interoperability facilitates the 
integration of devices in a connected environment, while low-
power net-works focus on sustainable efficiency [4]. The de-
velopment of devices, like heart rate monitors with Arduino 
microcontrollers, highlights the practical applicability of IoT in 
healthcare [33]. The home-based approach is reflected in tele-
medicine systems and care modules, promoting remote health-
care and health monitoring [39]. These innovative applications 
enhance the quality of life and the comprehensive management 
of healthcare services [47].

In this same field of medicine and nursing, contributions 
have been made to data analysis and efficient healthcare ma-
nagement [1], [29]. For instance, in Herrera-Franco et al. [28], 
under the management category it has led to the generation of 
studies related to big data, which is becoming an increasingly 
challenging area. Other studies have addressed specific areas of 
health, such as epidemiology and cardiology, highlighting the 
diversity of approaches and solutions proposed in specialized 
healthcare fields [12], [33].

Another contribution lies in telemedicine and remote pa-
tient care, emphasizing the importance of remote connectivity 
and efficiency in medical communication, such as developing 
a home telemedicine system with a positive assessment by 
healthcare professionals [39]. This potential of IoT is applied in 
the specific field of social assistance and counseling [36], [40]. 
According to Banerjee et al. [47] and Herrera-Franco et al. [28], 
there is a discussion about the advancement of this technology 
designed specifically for this purpose. Additionally, computa-
tional sciences have strengthened the field of telemedicine.

Table 4 presents the information detailing the contributions 
from the 23 articles.

TABLE IV 
CONTRIBUTIONS OF THE PUBLICATIONS

Reference / Title Contributions

[1] Patient Monitoring System 
Based on Internet of Things

Use of mobile technologies and smart devices in 
the field of health.

MHealth and E-Health.
Health monitoring.

[29] Enhanced BSN-Care: 
Cryptanalysis of BSN-Care and 
Proposal of Improved Authenti-

cation System

Integration of IoT in health services.
Implementation of OpenMRS and DHIS2.

Evaluation through a case study.

[30] Intelligent Pillbox: 
Automatic and Programmable 
Assistive Technology Device

Development of an assisted  
technology (AT) device.

Use of open source technologies  
with a low cost and without limitations  

of licenses and functions.
Management of medication-taking programs.

Focus on supporting older people  
and vulnerable groups.

[31] Software architectures 
for health care cyber-physical 

systems: A systematic literature 
review

Literature on Cyber-Physical Systems in Health 
(Healthcare CPS).

Identification of successful solutions.
Identification of research gaps.

[32] A Smart System for Sleep 
Monitoring by Integrating IoT 

with Big Data Analytics

Obstructive sleep apnea (OSA)  
monitoring system.

Two-processing system architecture.
Batch data processing (Batch).

[11] Fall Detection System for 
Elderly People Using IoT and 

Big Data

Fall detection system for seniors.
Use of emerging technologies.

Use of 3D accelerometer and wearable.
Data processing and Big Data modeling.

[4] System for Monitoring and 
Supporting the Treatment of 
Sleep Apnea Using IoT and 

Big Data

Monitoring and management  
of sleep apnea in older people.

IoT interoperability.
Reduce latency for sending notifications.
Low energy networks and smart devices.

Large-scale data analysis (Big Data).

[33] Heart Rate Monitor Based 
on IP Networking

Development of a device  
to measure heart rate.
Use of IoT technology.

Use of Arduino microcontrollers.

[34] Fast-Data Architecture 
Proposal to Alert People in 

Emergency

Summary of technologies related  
to smart cities and big data.

Architecture proposal for fast data.
Focus on the resilience of smart cities.

[9] Personalized Medical Alert 
System Based on Internet of 

Things with DHIS2

Implementation of an IoT  
Solution in Health.

Use of OpenMRS and DHIS2.
Smart Medical Alerts.

Study of cases in continuous monitoring, based 
on MHealth for detecting diseases.

[35] E-Health Services Role in 
a Smart City. A View After a 

Natural Hazard

Exploration of concepts and techniques  
in smart cities (Smart Cities).

Preparation for unexpected events  
such as earthquakes.

Development of rules and priorities.
Prioritized services such as E-Health.

[2] A Home-Based Smart 
Health Model

Creation of a hardware-software  
architectural model.

Focus on smart home health.
Analysis of the potential of IoT and IoMT.

Model evaluation.



ENFOQUE UTE, VOL. 15, NO. 2, APRIL 2024, pp. 20-29, E-ISSN: 1390-6542 26

[38] Design of an IoT Architec-
ture in Medical Environments 

for the Treatment of Hypertensi-
ve Patients

Design of an IoT architecture in medical  
environments, patients with Arterial  

Hypertension pathology.
Use the TOPSIS method (Technique  

for Ordering Preferences by Similarity  
to the Ideal Solution).

Greater control and monitoring of patients.
It provides scalability, fluidity and security, 

where its main characteristic is adaptability to 
growth without losing quality.

[39] Low-Cost Iot Framework 
for Tele-Medicine Applications

Development of home telemedicine system.
Data analysis by health professionals.

Medical prescriptions.
Positive assessment from health professionals.

[40] Systematic Literature 
Review of Internet of Things 
Solutions Oriented to People 
with Physical and Intellectual 

Disabilities

A systematic review of IoT solutions  
for people with disabilities.

Identification of research gaps.
Description of the main characteristics of IoT 

solutions for this group of people.

[10] Analysis of the Primary 
Attacks on IoMT Internet of 
Medical Things Communica-

tions Protocols

Analysis of security in IoMT  
communication protocols.

Exploring vulnerabilities and threats in IoMT.
Proposal for future research directions.

[41] A Systematic Review of 
Internet of Things in Clinical 
Laboratories: Opportunities, 
Advantages and Challenges

A systematic review of IoT  
in clinical laboratory processes.

Identification of challenges and open problems.
Relevance for the development of IoT in clinical 

laboratories.

[42] A Deep Learning System 
for Health Care IoT and 

Smartphone Malware Detection

Efficient malware detection.
Application on connected devices.

Evaluation of precision and effectiveness.

[43] A Computational Fra-
mework for Cyber Threats in 

Medical IoT Systems

Development of a secure and efficient medical 
IoT communication framework.

Preventing cyber threats in intelligent  
social systems.

Use of Artificial Intelligence techniques.

[44] Smart Healthcare Appli-
cations Over 5G Networks: A 

Systematic Review

Impact of 5G technology on the  
provision of health services.

A systematic review of the literature.
Promising prospects.

[12] An Intelligent Health Mo-
nitoring and Diagnosis System 
Based on the Internet of Things 

and Fuzzy Logic for Cardiac 
Arrhythmia Covid-19 Patients

Smart health monitoring and diagnosis system.
Use of Artificial Intelligence (AI).

IoT-based health monitoring.
Intelligent Electrocardiogram (ECG) signal 

processing algorithm. 
Benefit for isolated patients with critical  

cardiac arrhythmia Covid-19.

[45] Assistance Module to 
Measure a Person’s Vital Signs 

Using the Internet of Things

Development of a care module  
to measure vital signs.
Use of IoT technology.

Contribution to the development of health 
technology in Ecuador.

RQ3: In which health fields have the Internet of Things (IoT) 
application been investigated?

Have been found proposals, models and systems, starting 
in internal medicine and gerontology [32] and moving on to 
medical services and clinical laboratories [41]. Other publi-
cations have presented prototypes and experimental proposals 
[11], while others have conducted comprehensive reviews and 
original studies in fields such as epidemiology, cardiology and 
nursing [12], [33].

Although several of the works do not explicitly address the 
area and sub-area of knowledge in which they apply IoT, the 
diversity of approaches and proposed solutions highlight the 
application of this technology in the broad field of Health and 
Wellness. Table 5 shows the UNESCO sub-area of knowledge 
in which each publication falls, considering that the knowledge 
area is Health and Wellness. Note that some references are ci-
ted in several areas.

TABLE V 
CLASSIFICATION OF PUBLICATIONS  
BY UNESCO AREAS AND SUBAREAS

Area/Subarea Specific subarea References

Health

Medicine [1], [2], [10], [31], [41], 
[12], [33], [38]

Medicine/nursing  
and midwifery [29], [8]

Wellness

Care of the elderly and 
adults with disabilities [32], [11], [4], [30]

Social assistance  
and advice [40]

Health & 
Wellness

Medicine / care of the 
elderly and adults with 

disabilities

[9], [10], [42], [34], [35], 
[37], [39], [44], [43], [45]

The devices for assistance and technology for vulnerable 
groups demonstrate concern for developing assistive technolo-
gy devices and managing medication-taking programs for the-
se population groups [30]. These efforts highlight the practical 
application of IoT to improve the quality of life. In this regard, 
the field of elderly care and adults with disabilities has been 
taken into account for the development of approaches and mo-
dels that will enhance healthcare and public health services [3], 
[4], [10], [42], [44]. Even in Banerjee et al. [47] and Zeadally 
et al. [46] is mentioned that these devices collect data to be 
analyzed through artificial intelligence for possible predictions 
of health-related issues, contributing to the evolution towards 
intelligent health where are used conventional mobile devices 
in conjunction with portable medical devices.

RQ4: What are the obstacles and challenges in implemen-
ting IoT in the healthcare domain?

Implementing the Internet of Things (IoT) in the health field 
faces various obstacles and challenges that require attention. It 
is important to note that, since the publications are contribu-
tions from Ecuadorian authors, they do not necessarily focus 
on specific challenges and limitations of Ecuador, but address 
general aspects in this field. Also, it is essential to note that 
not all articles in their full publications explicitly mention the-
se challenges or limitations. The details are shown in Table 6  
where is noteworthy that certain manuscripts delineate various 
challenges.
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TABLE VI 
CHALLENGES AND LIMITATIONS REFERENCED 

BY THE MANUSCRIPTS 

Challenges and limitations References

Data privacy and security [3], [10], [11], [12], [29], [35], 
[36], [41], [44] 

Device interoperability [41]

Regulatory compliance [12], [35]

Implementation costs [9], [41]

Management of large volumes of data [12], [35] 

Technical faults and reliability [3], [9], [11], [29], [32], [41], 
[43], [45]

Scalability [35], [38], [41]

Ethics in data collection and use [29], [35]

Regarding the challenges in implementing IoT-based health 
systems, most of them generally mention that privacy and data 
security emerge as crucial challenges. They focus on protecting 
the confidential patient information and highlight limitations in 
the security protocols, emphasizing the need for robust approa-
ches to safeguard information [3], [10], [11], [12], [29], [35], 
[36], [41], [44]. Additionally, Banerjee et al. [47] and Wang et al.  
[26] emphasize the issue of data privacy as a top challenge,
demonstrating that critical studies in this field primarily con-
centrate on IoT security, wireless sensor networks, IoT mana-
gement, IoT challenges and privacy.

Another challenge is the interoperability of medical devices, 
emphasizing the need for standardization to facilitate effective 
communication between systems [41]. According to Hendriks 
[15], open standards can enhance interoperability. However, 
which strategies should be implemented to create standards 
that enable a certain degree of functional openness still needs 
to be better understood.

Compliance with regulations, particularly with acts like the 
Health Insurance Portability and Accountability Act (HIPAA), 
adds complexity to the implementation. This challenge unders-
cores the importance of aligning solutions with established 
standards and regulations to ensure legality and ethics [12], 
[35]. In Kante & Ndayizigamiye [48], Senegal is mentioned as 
the only country with regulations addressing this issue. Their 
analysis of Medical Internet of Things (IoMT) policies su-
ggests that academics should provide more evidence on IoMT 
so that policymakers can act accordingly to enhance healthcare.

Managing large volumes of data is another challenge, empha-
sizing the importance of efficient solutions for data collection, 
storage, and analysis using artificial intelligence techniques 
[12], [35]. Reliability and technical failures are also highlighted, 
underscoring the need for robust and dependable systems to en-
sure consistent and secure performance in critical healthcare 
environments [3], [9], [11], [29], [32], [41], [43], [45].

Regarding scalability, technical failures and reliability are 
challenges that require solutions to ensure the adaptability and 
reliability of systems for their continuous growth and to meet 
the changing demands of the healthcare system [35], [38], 

[41]. Ethical considerations in data collection and use are also 
highlighted as critical challenges [29], [35]. These aspects un-
derscore the complexity faced in effectively integrating IoT in 
the healthcare domain.

I V. CONCLUSION

In recent years, there has been an increase in the publica-
tion of scientific articles by Ecuadorian authors in the field of 
IoT applied to health, especially in collaboration with Spain. 
Furthermore, the active participation of authors affiliated with 
Ecuadorian universities indicates a prominent role of the aca-
demic community in this area. Areas of contribution were iden-
tified, including real-time health monitoring, medical devices, 
security and vulnerabilities, data management and big data and 
medical applications. These categories cover the contributions 
of publications in bibliographic databases of global impact.

Future research should address the identified challenges, 
particularly protecting patient data privacy and security. It is 
essential to establish standards to ensure the interoperability of 
medical devices and develop mechanisms to comply with re-
gulations through ethical policies and regulations on data use.

In addition, regional bibliographic databases such as Scielo 
and Latindex should be considered to verify and expand the 
status of publications on the topic and obtain a complete view 
of the scientific literature by Ecuadorian authors. While this 
systematic review provides an overview, some limitations were 
identified, such as the number of manuscripts included. The 
final number of articles may have been affected by the availabi-
lity of specific studies in high-impact bibliographic databases, 
also, during the comprehensive review were excluded many tit-
les that did not meet the inclusion criteria.
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investigation, C.V.O.; resources, C.V.O.; data curation, C.V.O.;
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