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<abstract>
<title>Abstract</title>
<p>Currently, in the industrial sector, technology can significantly increase productivity and efficiency. However, this advancement also generates multiple challenges related to information security that must be addressed. This systematic review aimed to analyze these challenges in information security management, focusing on three specific aspects: protection models and methodologies, factors that generate vulnerabilities in industrial control systems (ICS), and cyber risks that affect the supply chain. To this end, 45 articles published in journals indexed in databases such as Scopus, EBSCO and ScienceDirect over the last four years were examined. The results indicate that approaches based on Zero Trust, Shapley Additive Explanations (SHAP), Evolutionary Multi-Objective Optimization (EMO) algorithms, and the use of the Industrial Internet of Things (IIoT) offer greater effectiveness in protecting information. In addition, the following were identified as the main vulnerability factors in ICS: excessive connectivity, the use of obsolete operating systems, uncontrolled physical access, incorrect configurations, poor maintenance, cyberattacks, and human error. With regard to the industrial supply chain, the most relevant risks include successful cyberattacks, ransomware, and industrial espionage. In conclusion, security challenges range from interoperability between systems to a shortage of specialized personnel, requiring continuous monitoring and a multidisciplinary strategic approach.</p>
</abstract>
<trans-abstract xml:lang="es">
<title>Resumen</title>
<p>Actualmente, en el sector industrial, la tecnología puede aumentar significativamente la productividad y eficiencia. Sin embargo, este avance también genera múltiples desafíos relacionados con la seguridad de la información que deben ser abordados. Esta revisión sistemática tuvo como objetivo analizar dichos desafíos en la gestión de la seguridad de la información, enfocándose en tres aspectos específicos: los modelos y metodologías de protección, los factores que generan vulnerabilidades en los sistemas de control industrial (ICS), y los riesgos cibernéticos que afectan la cadena de suministro. Para ello, se examinaron 45 artículos publicados en revistas indexadas en bases de datos como Scopus, EBSCO y ScienceDirect durante los últimos cuatro años. Los resultados indican que los enfoques basados en Zero Trust, Shapley Additive Explanations (SHAP), algoritmos de Optimización Multiobjetivo Evolutiva (EMO) y el uso del Internet Industrial de las Cosas (IIoT) ofrecen una mayor efectividad en la protección de la información. Además, se identificaron como principales factores de vulnerabilidad en los ICS: la conectividad excesiva, el uso de sistemas operativos obsoletos, el acceso físico no controlado, las configuraciones incorrectas, el mantenimiento deficiente, los ataques informáticos y el error humano; respecto a la cadena de suministro industrial, los riesgos más relevantes incluyen los ciberataques exitosos, el ransomware y el espionaje industrial. En conclusión, los desafíos de seguridad abarcan desde la interoperabilidad entre sistemas hasta la escasez de personal especializado, lo cual requiere una vigilancia continua y un enfoque estratégico multidisciplinario.</p>
</trans-abstract>
<kwd-group xml:lang="en">
<title>Keywords</title>
<kwd>Industrial control systems</kwd>
<kwd>supply chain</kwd>
<kwd>cybersecurity</kwd>
<kwd>critical infrastructures</kwd>
</kwd-group>
<kwd-group xml:lang="es">
<title>Palabras clave</title>
<kwd>Sistemas de control industrial</kwd>
<kwd>cadena de suministro</kwd>
<kwd>ciberseguridad</kwd>
<kwd>infraestructuras críticas</kwd>
</kwd-group>
<counts>
<fig-count count="8"/>
<table-count count="6"/>
<equation-count count="0"/>
<ref-count count="45"/>
</counts>
</article-meta>
</front>
<body>
<sec sec-type="intro">
<title>
<bold>I. INTRODUCTION</bold>
</title>
<p>In the context of the rapid adoption of digital technologies in the business world, information has become not only an indispensable resource for optimizing organizational performance, but also acquires crucial strategic value in decision-making processes <xref ref-type="bibr" rid="ref1">[1]</xref>
<xref ref-type="bibr" rid="ref2">[2]</xref>.</p>
<p>However, threats to information security are evolving at an unprecedented rate, driven by rapid advances in technology, which can materialize due to multiple factors, such as system vulnerabilities, human error, and, above all, intentionally malicious actions <xref ref-type="bibr" rid="ref3">[3]</xref>
<xref ref-type="bibr" rid="ref4">[4]</xref>.</p>
<p>Likewise, there has been a notable increase in the incidence of attacks and threats such as ransomware, phishing, malware, email breaches, and fund transfer fraud within organizations <xref ref-type="bibr" rid="ref5">[5]</xref>. In line with these observations, a recent report by <xref ref-type="bibr" rid="ref6">[6]</xref> focused on Latin America reveals that approximately 67.4 % of organizations have suffered significant information losses.</p>
<p>Similarly, the security challenges posed by the rise of technology and internet connectivity of devices seem to be incessant in the supply chain of industries <xref ref-type="bibr" rid="ref7">[7]</xref>, as sectors that depend on Industrial Control Systems (ICS) face multiple forms of attack due to the growing interconnection and integration of Information Technology (IT) systems with Operational Technology (OT) systems <xref ref-type="bibr" rid="ref8">[8]</xref>.</p>
<p>So what is happening in the industrial sector? According to<xref ref-type="bibr" rid="ref9"> [9]</xref>, this sector constantly faces security challenges and is often the victim of information theft or loss. This vulnerability stems from limited resources, which make it difficult to strengthen security measures in terms of both technology and specialized personnel <xref ref-type="bibr" rid="ref10">[10]</xref>.</p>
<p>In a recent survey on ICS security, 45 % of participants admitted to having experienced cyber incidents in the last 12 months <xref ref-type="bibr" rid="ref11">[11]</xref>, highlighting that information security incidents represent a significant business risk for any organization <xref ref-type="bibr" rid="ref12">[12]</xref>.</p>
<p>Under this approach, the increase in attacks and vulnerabilities to industrial systems is closely related to factors such as their intrinsic nature, their dependence on computer networks for data transmission, and the implementation of specific protocols <xref ref-type="bibr" rid="ref13">[13]</xref>; in addition, continuous 24/7 operation makes them more susceptible to intrusions, as any interruption in their functioning could have significant consequences for their operations.</p>
<p>For this reason, <xref ref-type="bibr" rid="ref14">[14]</xref>
<xref ref-type="bibr" rid="ref15">[15]</xref> consider that the security challenges faced by industrial systems range from updates and real-time performance limitations to communication with legacy devices, physical mechanisms, infrastructure, and risk management. However, the question arises: What role does the human factor play in these challenges?</p>
<p>From this perspective, it should be noted that existing studies on information security management in the industrial sector have significant gaps, as many of them focus predominantly on specific technological solutions, such as the implementation of intrusion detection systems or the adoption of security architectures, without sufficiently considering the operational context and practical limitations of industries. Much less do they comprehensively address the human factor and its impact on industrial cybersecurity.</p>
<p>Based on this issue, the following research question arises: What are the main challenges facing the industrial sector in information security management? This question seeks to identify and analyze the various difficulties that industrial companies must overcome to protect their information systems and operational technologies from growing cyber threats, so that up-to-date information on this topic is made available to the scientific community and more effective strategies can be developed to mitigate risks and strengthen security in complex and interconnected industrial environments.</p>
<p>The rest of the document is structured as follows: first, the research methodology is explained and a description of the study is provided in four phases, from the identification approach to the inclusion of the selected articles. Second, the results and discussions are presented; and finally, the conclusions are shown, followed by the bibliographic references.</p>
</sec>
<sec>
<title>
<bold>II. METHODOLOGY</bold>
</title>
<p>The research was structured in accordance with PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines, ensuring methodological rigor, transparency, and reproducibility at every stage <xref ref-type="bibr" rid="ref16">[16]</xref>; in addition, it is considered essential for the proper accumulation of scientific knowledge <xref ref-type="bibr" rid="ref17">[17]</xref>, for which, following the procedure of <xref ref-type="bibr" rid="ref18">[18]</xref>. The process was carried out in four phases: identification, selection, eligibility, and inclusion, complemented by the application of the AMSTAR tool for critical assessment of methodological quality.</p>
<p>
<italic>A. Phase I: Identification</italic>
</p>
<p>In order to answer the main research question, the following questions were posed:</p>
<p>·  Q1: Which information security models and methodologies are most suitable for industrial environments?</p>
<p>·  Q2: What factors contribute to the vulnerability of industrial control systems (ICS)?</p>
<p>·  Q3: What are the biggest cybersecurity risks in the industrial sector supply chain?</p>
<p>To ensure comprehensive coverage of the literature, various databases were explored with the aim of compiling relevant material on information security management and industrial control systems. Given the dispersion of related articles across multiple sources, it was decided to limit the search to three specific databases: Scopus, Ebsco, and ScienceDirect, selected for their broad access to academic publications and peer-reviewed articles.</p>
<p>A total of 1,031 documents were selected, which were filtered using search strings to ensure accuracy in each query, as detailed in <xref ref-type="table" rid="gt1">Table I</xref>.</p>
<p>
<table-wrap id="gt1">
<label>Table I</label>
<caption>
<title>Search string</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gt2.png" position="anchor" orientation="portrait"/>
</table-wrap>
</p>
<p>
<italic>B. Phase II: Selection</italic>
</p>
<p>With regard to search sources, selection and exclusion criteria were included, as shown below in <xref ref-type="table" rid="gt2">Table II</xref>:</p>
<p>
<table-wrap id="gt2">
<label>TABLE II</label>
<caption>
<title>Selection Criteria</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gt3.png" position="anchor" orientation="portrait"/>
</table-wrap>
</p>
<p>
<italic>C. Phase 3: Eligibility</italic>
</p>
<p>After identifying the articles in the initial phase, they were subjected to a rigorous filtering and selection process. This process included the application of specific criteria related to the research objectives, such as thematic relevance, timeliness of the information, and quality of the sources. As this process progressed, articles were eliminated not meet these requirements were eliminated. <xref ref-type="fig" rid="gf3">Fig. 1</xref> illustrates each step of the selection process, from initial identification to final refinement, ensuring that only the most relevant and high-quality articles are considered for the research.</p>
<p>
<fig id="gf3">
<label>
<bold>Fig. 1</bold>
</label>
<caption>
<title>Article selection process.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf4.png" position="anchor" orientation="portrait"/>
</fig>
</p>
<p>From an initial total of 1,031 scientific articles, the application of filters based on language and document age reduced the number to 179. Subsequently, an analysis of duplicate titles and authors was performed to avoid redundancies between different databases (Scopus, Ebsco, and ScienceDirect), reducing the set to 104 articles. After a thorough review of titles, abstracts, and keywords, 34 articles were excluded for not aligning with the study objectives. Next, a comprehensive evaluation of the content of the remaining 70 articles was carried out, revealing that some did not explicitly address the concepts of industrial control systems or include methods or models for security management in these environments. Finally, 45 articles were identified as highly relevant for examining emerging challenges and the current state of the industrial sector.</p>
<p>
<italic>D. Phase 4: Inclusion</italic>
</p>
<p>A total of 45 studies were included in the qualitative synthesis, representing the most up-to-date evidence on information security management in the industrial sector.</p>
<p>
<xref ref-type="fig" rid="gf4">Fig. 2</xref> shows the distribution of databases based on the number of publications, showing that Scopus accounts for more than 70 % of publications, positioning itself as the main source of reference. In contrast, 25.54 % of publications are found in Ebsco and ScienceDirect, indicating that, although these databases are also relevant, they have a lower representation.</p>
<p>
<fig id="gf4">
<label>
<bold>Fig. 2</bold>
</label>
<caption>
<title>Percentage of article per database.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf5.png" position="anchor" orientation="portrait"/>
</fig>
</p>
<p>When analyzing studies over the years, we observe in <xref ref-type="fig" rid="gf5">Fig. 3</xref> that the years 2022 and 2023 have the highest number of research projects. In contrast, 2021 shows lower scientific output in this field, which could reflect variations in research priorities and the evolution of cyber threats, and with regard to 2024, this is probably due to the state of scientific production in progress.</p>
<p>
<fig id="gf5">
<label>
<bold>Fig. 3</bold>
</label>
<caption>
<title>Number of articles per year.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf6.png" position="anchor" orientation="portrait"/>
</fig>
</p>
<p>Similarly, a detailed analysis of the topics covered in the article is carried out, highlighting mainly industrial cyber threats (40 %), followed by vulnerabilities and threats in Industrial Control Systems (ICS) with 28.9 %. These topics are particularly relevant, as they provide a more precise and informed approach to effectively address and respond to the questions raised in the research (<xref ref-type="fig" rid="gf6">Figure 4</xref>). However, there is little literature on information security challenges in industries (8.9 %), which shows a lack of interest in this topic.</p>
<p>
<fig id="gf6">
<label>
<bold>Fig. 4</bold>
</label>
<caption>
<title>Percentage of topic included.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf7.png" position="anchor" orientation="portrait"/>
</fig>
</p>
<p>
<italic>E. Quality assessment - AMSTAR</italic>
</p>
<p>In order to reinforce the internal and external validity of the results, the AMSTAR (A MeaSurement Tool to Assess Systematic Reviews) tool was used as a framework to assess the methodological quality of the 45 studies included. The criteria were adapted to the context of this research and applied as shown in <xref ref-type="table" rid="gt3">Table III </xref>and <xref ref-type="table" rid="gt4">Table IV</xref>:</p>
<p>
<table-wrap id="gt3">
<label>TABLE III</label>
<caption>
<title>Quality Level</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gt4.png" position="anchor" orientation="portrait"/>
</table-wrap>
</p>
<p>
<table-wrap id="gt4">
<label>TABLE IV.</label>
<caption>
<title> Quality Criteria</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gt5.png" position="anchor" orientation="portrait"/>
</table-wrap>
</p>
<p>After evaluating the 45 articles included in the review and considering the 10 criteria established, the results summarized in <xref ref-type="fig" rid="gf9">Fig. 5</xref> show that all of the studies analyzed achieved a high level of quality (100 %), which guarantees the methodological soundness and validity of the findings reported.</p>
<p>
<fig id="gf9">
<label>
<bold>Fig. 5</bold>
</label>
<caption>
<title>Synthesis of reviewed articles.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf10.png" position="anchor" orientation="portrait"/>
</fig>
</p>
</sec>
<sec>
<title>
<bold>III. RESULTS</bold>
</title>
<p>
<italic>Q1: Which information security models and/or methodologies are most suitable for industrial environments?</italic>
</p>
<p>In particular, the authors in <xref ref-type="bibr" rid="ref19">[19] </xref>develop a systematic methodology for modeling and mitigating potential threats in industrial environments, with the aim of safeguarding assets and providing a comprehensive view of risks. To this end, they use digital twin methods and the smart manufacturing framework as variables, starting with the identification of the assets to be protected; then, possible attacks are evaluated considering two key factors: the attack vector and the type of attack based on the useful life, and finally, cyberattacks were modeled based on ICS ATT&amp;CK® to develop a risk matrix that included levels, severity, and necessary treatments. This methodology was applied to a prototype production line at a Festo test bench, demonstrating that it enables comprehensive threat modeling, accurate risk identification, and the proposal of effective mitigation controls.</p>
<p>Likewise, <xref ref-type="bibr" rid="ref20">[20]</xref> introduce an advanced multimodal federated model with the aim of detecting cyberattacks in industrial control systems. The model consists of three fundamental elements: first, representation learning, which converts the original customer data into a latent space; second, domain adaptation, which translates this data into a common representation space; and third, a federated approach that allows the model to be trained collaboratively to detect cyberattacks. To improve the transparency of the model, the Shapley Additive Explanations (SHAP) method was implemented, which provides detailed information on the model’s results, helping cybersecurity experts in their decision-making. Experimental tests revealed an average improvement of 8.2 % in the score across three clients; furthermore, by applying SHAP for feature reduction, a 4.9 % improvement in the score was achieved, even when the feature set was reduced by half.</p>
<p>Similarly, the model proposed by <xref ref-type="bibr" rid="ref21">[21]</xref> based on ZERO TRUST architecture, was designed with the aim of protecting vulnerable communication channels between manufacturing equipment in manufacturing industries. This approach included identifying devices connected to the network, managing access to manufacturing resources, and monitoring the network and communications using tools such as intrusion detection systems, an Enterprise Device Discovery System that verifies and validates the identity of each device newly connected to the network, and an Endpoint Compliance Management System that monitors the status of devices in relation to pre-established compliance policies. The results demonstrated the effectiveness of the security model for IT infrastructure in various industries, protecting the environment and managing access to resources in a controlled manner through specific policies.</p>
<p>In addition, <xref ref-type="bibr" rid="ref22">[22]</xref> developed an Intrusion Detection System (IDS) model designed to identify and differentiate malicious actions in real time in Industrial Internet Control Systems (IICS) networks powered by IIoT. This model was created in response to the insufficient generalization, classification errors, and high false alarm rates of existing detection methods. Experimental results on two benchmark datasets demonstrated the model’s superiority, achieving accuracy rates of 97.95 % and 97.62 %, respectively, compared to other methods. In conclusion, the model significantly improved the accuracy of cyberattack identification, strengthening security in interconnected industrial environments and protecting them against emerging cyber threats.</p>
<p>Finally, <xref ref-type="bibr" rid="ref23">[23]</xref> present a methodology aimed at identifying vulnerabilities in heterogeneous and complex industrial control systems (ICS) using two Evolutionary Multi-Objective Optimization (EMO) algorithms: NSGA-II and SPEA2. To evaluate the performance of this methodology, two statistical tests were used: the Kruskal-Wallis test for non-normally distributed data and the ANOVA test for normally distributed data, with a 95 % confidence interval for all experiments. Following experimental evaluation in a chemical plant simulator, the EMO approach developed was shown to be an effective methodology for identifying vulnerabilities in industrial control systems, as well as weaknesses in existing detection systems.</p>
<p>To articulate the findings more analytically, <xref ref-type="table" rid="gt5">Table V</xref> shows a cross-reference matrix identifying how each security model/methodology addresses or fails to address specific vulnerabilities and types of attack in industrial environments.</p>
<p>
<table-wrap id="gt5">
<label>TABLE V.</label>
<caption>
<title>Cross-Reference Matrix</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gt6.png" position="anchor" orientation="portrait"/>
</table-wrap>
</p>
<p>In addition, <xref ref-type="fig" rid="gf11">Fig. 6</xref> shows a gap analysis in industrial security models, represented in a radar chart with seven key socio-technical dimensions:</p>
<p>·  Data protection.</p>
<p>·  Human factor.</p>
<p>·  Physical protection.</p>
<p>·  Access management.</p>
<p>·  Intrusion detection.</p>
<p>·  Explainability.</p>
<p>·  Real applicability.</p>
<p>Each security model is evaluated on a scale of 0 = not covered, 1 = partially covered, and 2 = covered.</p>
<p>
<fig id="gf11">
<label>
<bold>Fig. 6</bold>
</label>
<caption>
<title>
<italic/>Gap analysis – interpreted scale.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf12.png" position="anchor" orientation="portrait"/>
</fig>
</p>
<p>In summary, the graph allows us to see comparatively that:</p>
<p>·  No model robustly covers the human factor or physical protection (all at “0”).</p>
<p>·  Zero Trust is strong in access management and practical applicability.</p>
<p>·  IDS + IIoT excels in intrusion detection and also in real environments.</p>
<p>·  Federated + SHAP stands out in explainability, while the other models do not.</p>
<p>·  Digital twins and EMO show greater applicability in experimental or simulated scenarios, with limitations for real environments.</p>
<p>
<italic>Q2: What factors contribute to the vulnerability of industrial control systems (ICS)?</italic>
</p>
<p>With the growing adoption of Industry 4.0 and the digitization of industrial environments, advanced technologies are being adopted to improve communication and operational management, bringing improvements in reliability, efficiency, flexibility, and enabling more effective remote monitoring of systems <xref ref-type="bibr" rid="ref24">[24]</xref>; however, they increase the vulnerability of infrastructures to cyberattacks, which can trigger serious security incidents <xref ref-type="bibr" rid="ref25">[25]</xref>.</p>
<p>Based on this premise, in a systematic review carried out by <xref ref-type="bibr" rid="ref26">[26]</xref> on industrial cybersecurity, they found that connectivity and networks become factors that increase the vulnerability of industrial systems, since currently, many business applications and resources are hosted outside the traditional perimeter, where machines, computers, and people are networked and communicate simultaneously; these same factors were discovered by, <xref ref-type="bibr" rid="ref27">[27]</xref> discovered when proposing a holistic approach to intrusion detection and mitigation, and also <xref ref-type="bibr" rid="ref28">[28]</xref> when developing a model for protection against adversarial attacks, which was evaluated on three datasets, demonstrating the robustness of the model.</p>
<p>In research carried out by <xref ref-type="bibr" rid="ref29">[29]</xref> with the aim of identifying gaps in current attack taxonomies, they mention that obsolete operating systems lacking updates represent a significant vulnerability risk for manufacturing systems. This risk is accentuated in the manufacturing industry, where, according to <xref ref-type="bibr" rid="ref30">[30]</xref> 53 % of companies still rely on Windows XP and other operating systems that are no longer supported by vendors, as the use of these outdated platforms exposes companies to serious cyber threats.</p>
<p>Likewise, after an investigation to generally describe the security of ICS, <xref ref-type="bibr" rid="ref31">[31]</xref> mention that physical access to industrial control systems, incorrect or inadequate system configurations, and poor maintenance practices are factors that create vulnerabilities and can compromise the security of industrial infrastructure. To this end, the authors conducted a thorough analysis of the main threats and weaknesses that compromise these systems, also evaluating the most effective defense strategies, including network segmentation, access controls, software update management, and constant monitoring of the security of the environment.</p>
<p>According to <xref ref-type="bibr" rid="ref32">[32]</xref>, computer attacks are determining factors that cause interruptions or failures in industrial systems; likewise, <xref ref-type="bibr" rid="ref33">[33]</xref> agrees with these factors, thanks to a systematic review of attacks, vulnerabilities, and defense mechanisms in the industrial sector, also indicating that attacks have increased by 110 % since 2016. It should be noted that attacks exploit vulnerabilities, facilitating hacking, malware, and viruses; studies in various industries have shown that many of their IT systems were developed without implementing maximum security measures, lacking robust user authentication methods and also due to their dependence on open wireless communication channels <xref ref-type="bibr" rid="ref34">[34]</xref>
<xref ref-type="bibr" rid="ref35">[35]</xref>.</p>
<p>Despite the importance of technical and technological factors in security, the human factor remains a primary concern, constituting the greatest threat to privacy and information security <xref ref-type="bibr" rid="ref36">[36]</xref>
<xref ref-type="bibr" rid="ref37">[37]</xref>. For this, the evaluation carried out by <xref ref-type="bibr" rid="ref38">[38]</xref> through online surveys of organizations from different sectors in the city of León, Mexico, found that it is necessary to implement solutions with regard to people, in order to provide knowledge and skills about risks and their implications; they also point out that 39 % of security risks are linked to the human factor.</p>
<p>In order to provide a comprehensive socio-technical overview, it is important to highlight how organizational, cultural, and training-related factors directly affect the effectiveness or, in their absence, the vulnerability of the technical defenses implemented, as shown in <xref ref-type="table" rid="gt6">Table VI</xref>.</p>
<p>
<table-wrap id="gt6">
<label>TABLE VI</label>
<caption>
<title>Behavior of Factors with respect to Sociotechnical Dimensions</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gt7.png" position="anchor" orientation="portrait"/>
</table-wrap>
</p>
<p>Similarly, <xref ref-type="fig" rid="gf13">Fig. 7</xref> shows that ICS vulnerabilities do not stem solely from technical failures, but also from organizational, cultural, and physical dimensions. This reinforces the need for an integrated socio-technical approach to industrial cybersecurity.</p>
<p>
<fig id="gf13">
<label>
<bold>Fig. 7</bold>
</label>
<caption>
<title>Central factors.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf14.png" position="anchor" orientation="portrait"/>
</fig>
</p>
<p>
<italic>Q3: What are the biggest cybersecurity risks in the industrial supply chain?</italic>
</p>
<p>In an effort to optimize the loss expenses due to industrial cybersecurity breaches, using a linear optimization model, <xref ref-type="bibr" rid="ref39">[39]</xref>
<xref ref-type="bibr" rid="ref40">[40]</xref> report that one of the greatest risks in the industry is a successful cyberattack on a node in the supply chain, which can result in the loss of intellectual property, a reduction in service levels, and a deterioration in customer trust and goodwill, causing significant disruptions in the production process. According to <xref ref-type="bibr" rid="ref41">[41]</xref>, approximately 48 % of industries have experienced some type of cyberattack, highlighting the vulnerability that exists in the manufacturing sector.</p>
<p>In order to offer an updated description of ransomware in industrial systems, <xref ref-type="bibr" rid="ref42">[42]</xref> highlighted that ransomware attacks pose a considerable risk to the industrial sector, based on an analysis of the organizational and human factors that influence the behavior of this type of malware. In 2021, the Czech electricity company CEZ suffered a ransomware attack that shut down several power plants and left thousands of customers without power. In addition, in December 2020, the Cybersecurity and Infrastructure Security Agency (CISA) issued an emergency directive following a ransomware attack on a natural gas compression facility, in which a variant of the TrickBot malware was used.</p>
<p>On the other hand, industrial espionage has emerged as a significant risk that encompasses various threats, both internal and external, aimed at stealing corporate secrets, as mentioned <xref ref-type="bibr" rid="ref43">[43]</xref> after their investigation that sought to close all the spy’s attack opportunities; however, despite companies’ continued efforts to protect themselves, studies indicate that an alarming 75 % of companies in Germany have already fallen victim to this type of attack <xref ref-type="bibr" rid="ref44">[44]</xref>. A notable example in the US is the attack on SolarWinds, where malicious code was discreetly inserted into SolarWinds Orion software updates, designed to spy and steal data, compromising the supply chain and affecting approximately 18,000 customers, underlining the sophistication and danger posed by espionage in industrial cybersecurity <xref ref-type="bibr" rid="ref45">[45]</xref>.</p>
<p>
<xref ref-type="fig" rid="gf14">Fig. 8</xref> shows that the most critical risks in the industrial supply chain are attacks on external suppliers and the manipulation of software or firmware in transit, located in the high probability and high impact quadrant due to their ability to compromise multiple links and generate systemic effects. This figure is strictly based on the evidence from the documents analyzed and weighted according to frequency (probability) and disruptive scope (impact).</p>
<p>
<fig id="gf14">
<label>
<bold>Fig. 8.</bold>
</label>
<caption>
<title>Risk levels.</title>
</caption>
<graphic xlink:href="1390-6542-enfoqueute-16-04-00009-gf15.png" position="anchor" orientation="portrait"/>
</fig>
</p>
</sec>
<sec sec-type="conclusions">
<title>
<bold>IV. DISCUSSION</bold>
</title>
<p>In the field of information security management in industrial environments, considerable progress has been made in identifying risks and vulnerabilities, as well as in developing technological solutions to mitigate them. However, a significant gap persists in the literature regarding the comprehensive management of information security in industrial environments, since most research focuses on the detection and protection against specific vulnerabilities, leaving aside a holistic approach that includes not only technology, but also operational processes and the human factor.</p>
<p>In addition, the interconnection of devices and rapid technological advancement present critical challenges for industries, especially in terms of information security. However, although many studies agree on the importance of addressing these challenges, they often do not delve into the specific factors and behaviors that can increase the risk of information loss, so this omission can lead to a biased and less effective approach when implementing protection measures.</p>
<p>Consequently, we seek to answer the questions raised:</p>
<p>
<italic>Q1: Which information security models and/or methodologies are most suitable for industrial environments?</italic>
</p>
<p>Five models designed specifically for the protection of industrial information were identified, which provide various strategies and tools focused on the prevention and detection of threats. However, they have an important limitation: none of them addresses data management in a comprehensive and systematic manner; this means that there is no well-defined and structured process that fully guarantees the confidentiality, integrity and availability of information. In other words, although these models are useful for certain aspects of security, they lack a holistic approach that covers all the elements necessary for effective data management. This leaves a significant gap in the protection of industrial information, as it is not ensured that all data is protected in a consistent and continuous manner.</p>
<p>The models proposed by [19] [20] focus primarily on strategies for the prevention of cyber-attacks, providing a robust framework for defense against digital threats. However, these models are significantly lacking in two critical areas: physical data protection and guidelines on human behavior in security contexts; and the models [21] [22] [23] have common limitations in implementation, as the lack of real data to adjust the models can affect their effectiveness in practice.</p>
<p>
<italic>Q2: What factors contribute to the vulnerability of industrial control systems (ICS)?</italic>
</p>
<p>Industrial control systems (ICS) are vulnerable due to several factors, including connectivity and networks, which increase exposure to external attacks; outdated and unpatched operating systems, which leave known vulnerabilities open; unauthorized physical access, incorrect or inadequate system configurations, and poor maintenance practices can compromise security; cyber-attacks, such as malware and ransomware; and the human factor, including errors and lack of training, are also significant risks.</p>
<p>However, there are additional factors that have not been considered within the reviewed literature, but are equally important, such as the convergence of operational and information technologies (OT and IT) increases the attack surface, as vulnerabilities in IT systems can be exploited to access OT systems; the lack of monitoring and early detection of intrusions allows threats to go unnoticed until they cause significant damage; Furthermore, the absence of robust security procedures for managing updates can introduce new vulnerabilities, making ICS particularly attractive targets for attackers.</p>
<p>
<italic>Q3: What are the biggest cybersecurity risks in the industrial supply chain?</italic>
</p>
<p>After reviewing the literature, it was identified that a successful cyberattack, ransomware attacks and industrial espionage are the risks that cause the greatest impact on the industrial supply chain, since successful cyberattacks can disrupt production, cause significant financial losses and compromise the safety of employees and the public; in addition, they can result in the loss of intellectual property and sensitive data. On the other hand, ransomware attacks can paralyze operations by encrypting critical data and demanding a ransom for its release, generating high costs not only for the ransom, but also for data recovery and the implementation of additional security measures. Similarly, industrial espionage involves the theft of trade secrets and intellectual property, which can give competitors an unfair advantage, resulting in market losses and decreased competitiveness.</p>
<p>However, there are other risks that should also be considered but are not being mentioned in the literature, such as denial of service (DoS) attacks that can disrupt access to critical services, affecting the company’s ability to operate and communicate with suppliers and customers; internal sabotage, carried out by disgruntled or infiltrated employees, can cause significant damage from within, whether by manipulating systems, stealing information or sabotaging operations; and supply chain failures due to logistical problems, natural disasters and other unforeseen events can cause delays and financial losses.</p>
<p>
<bold>V. CONCLUSIONS</bold>
</p>
<p>The selected articles reveal that interoperability and heterogeneous systems are the main challenges for industries, as most operate with legacy technologies that were not developed under strict cybersecurity protocols; this is compounded by the inherent complexity of industrial infrastructures, especially because many of them operate with devices that use obsolete systems, which are difficult to protect; the extensive and distributed nature of industrial networks complicates the visibility and effective control of all connected devices and systems.</p>
<p>Moreover, in the industrial sector, information security is compromised not only by the lack of specialized personnel but also by the inadequate use of technologies by employees, which creates an environment vulnerable to cyberattacks. The significant resistance of workers to adopting new technologies and protection policies also becomes relevant, which is rooted in organizational culture, and this also affects security challenges.</p>
<p>On the other hand, the analysis carried out in this study shows that cyber threats targeting industrial control systems (ICS) significantly complicate existing challenges, as these systems, which are essential to critical infrastructure, are increasingly interconnected with IT networks, thus increasing the attack surface, which could lead to serious disruptions, physical damage, and security risks.</p>
<p>With regard to the limitations of this study, it should be noted that there is fragmented literature on information security management in the industrial sector, as many of the studies analyzed focus exclusively on technical aspects, which hinders the creation of holistic solutions. There is also a lack of comprehensive empirical studies exploring the impact of security in different industries, which limits the ability to generalize the findings globally. In addition, there is a scarcity of detailed studies on how to effectively address human error in the context of industrial cybersecurity.</p>
<p>Looking ahead, it is essential that studies in this field be expanded to integrate multidisciplinary approaches; that is, research must move toward the creation of adaptive risk management models that not only focus on current threats but also anticipate future attack vectors. It is also crucial to develop methodologies that specifically address the limitations of legacy systems and the growing interconnectivity between IT and OT. New international standards and regulations should also be explored to improve collaboration between industrial sectors and governments, with the aim of strengthening security throughout the supply chain. These perspectives could lay the foundations for a more resilient industrial environment that is better prepared to face emerging cyber threats.</p>
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